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Canada has a decision to make on 5G networks, technologies, and providers. Does international experience
have any relevance or parallels? Probably yes, although each nation will have particular circumstances and
histories that must be understood. A prominent factor in decision-making in the five nations that make up the
Five-Eyes intelligence community is around Chinese telecommunications company Huawei – and to a lesser
extent, the other Chinese telecommunications giant, ZTE. This commentary explores some of these issues and
potential parallels.1
Huawei’s end-to-end approach to 5G, providing hardware and software and continuing operational support, is
apparently what makes it so attractive as a solution and helps the company undercut competitors’ pricing. But
it also means that identifying vulnerabilities, providing updates, doing patches, and designing and distributing
upgrades of both hardware and software are in Huawei’s hands. It combines the Microsoft or even IBM model,
which gave us personal computers and the Microsoft operating system, with Bell Telephone’s or AT&T’s
approach to building telecommunications networks.
But we’re now living in a world of virtualization and software-defined hardware. The old way of acquiring and
operating systems that makes customers dependent on big end-to-end proprietary solutions is not the only way.
Similarly, the Internet of things is a world of myriad manufacturers of sensors and devices – control systems,
fridges, toasters, TVs, security cameras, machinery, servers, networks, smartphones, and computers – that will
connect to 5G and its successors, with no single proprietor having a dominant market share.

The author of this document has worked independently and is solely responsible for the views presented here.
The opinions are not necessarily those of the Macdonald-Laurier Institute, its Directors or Supporters.
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So, buying into an end-to-end proprietary 5G solution may be a classic case of catching the last wave – getting
the very best copper phone network money can buy.
More narrowly, even if big proprietary telecommunications
systems prove viable in the medium- to long-term, Huawei’s
end-to-end solution, while a commercial advantage, also
increases the security risk. The design, hardware, software,
identifying vulnerabilities, providing updates, patching,
support, and operations all rely on one big Chinese tech
company. This is where the Chinese state’s high level of
cyber espionage for commercial and state purposes is
relevant.
Russia has had a higher profile, but China has been the
giant of cyber espionage and is thought to be behind
data breaches in the United States, the United Kingdom,
and Australian government agencies, including into the
Bureau of Meteorology, the Commonwealth Scientific
and Industrial Research Organisation (CSIRO), and the
Australian Parliament. Beyond government, China has
engaged in the cyber-enabled theft of intellectual property,
trade secrets, and commercial-in-confidence material from
multiple companies internationally – as reporting in the US
has clearly demonstrated over the past few years.

“

Even if big proprietary
telecommunications
systems prove viable
in the medium- to
long-term, Huawei’s
end-to-end solution,
while a commercial
advantage, also
increases the
security risk.”

Coupled with this demonstrated intent to conduct wide-ranging cyber espionage, China’s intelligence law provides
the capability to compel Huawei to assist with state intelligence efforts. Article 7 of China’s 2017 Intelligence Law
obliges organizations and citizens to support, assist, and cooperate with intelligence work.
That China has demonstrated an intent to conduct wide-ranging cyber espionage, combined with the legal
obligation for organizations and citizens to assist if required, means that Chinese companies such as Huawei
carry additional supply-chain risk compared with companies from countries without a long history of cyber
espionage and/or countries without laws that specifically compel cooperation with intelligence agencies.
For those after tangible examples of cyber security trouble in places Huawei systems have operated, the African
Union (AU) headquarters experience is relevant.
The AU’s grand and sprawling new complex, which opened in 2012, was the focus of intrigue and controversy
earlier this year – controversy that sheds light on reported “national security concerns” in Australia and other
nations about which companies should be involved in our 5G network and other critical infrastructure projects
(Grigg 2018; Cave 2018).
In January 2018, France’s Le Monde newspaper published an investigation (Tilouine and Kadiri), based on
multiple sources, which found that from January 2012 to January 2017 servers based inside the AU’s headquarters
in Addis Ababa were transferring data between 12 midnight and 2 am – every single night – to unknown servers
more than 8000 kilometres away. These servers were hosted in Shanghai. Following the discovery of what media
referred to as “data theft,” it was also reported that microphones hidden in desks and walls were detected and
removed during a sweep for bugs (Maasho 2018).
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The Chinese government refuted Le Monde’s reporting. According to Chinese state media outlet CGTN
(formerly CCTV), China’s foreign ministry spokesperson called the Le Monde investigation “utterly groundless
and ridiculous” (Bhaya 2018). China’s ambassador to the AU said it was “ridiculous and preposterous.” The BBC
(2018) also quoted the ambassador as saying that the investigation “is not good for the image of the newspaper
itself.”
Other media outlets, including the Financial Times
(Aglionby 2018), confirmed the data theft in reports
published after the Le Monde investigation. It’s also been
reported by think tanks and private consultancies from
around the world (Fidler 2018; Awokoya 2018).
One AU official told the Financial Times that there
were “many issues with the building that are still being
resolved with the Chinese. It’s not just cybersecurity”
(Aglionby 2018).
The Le Monde report also said that since the discovery
of the data theft, “the AU has acquired its own servers
and declined China’s offer to configure them.” Other
media reports confirmed that servers and equipment
were replaced and that following the incident “other
enhanced security features have also been installed”
(Aglionby 2018).
What seems to have been entirely missed in the media
coverage at the time was the name of the company
that served as the key ICT provider inside the AU’s
headquarters.

“

By the time the
building hosted its
first AU Summit on
January 29, 2012,
Huawei’s ICT solution
– which included
computing, storage
sharing, WiFi, and
unified resource
allocation services
through cloud data
centres – was in play.”

It was Huawei.
The AU Commission signed a contract with Huawei on 4 January 2012 (Yuhong 2012). By the time the building
hosted its first AU Summit on January 29, 2012, Huawei’s ICT solution – which included computing, storage
sharing, WiFi, and unified resource allocation services through cloud data centres – was in play. As explained on
Huawei’s website:
As a top organization coordinating pan-African political, economic, and military issues, the African
Union Commission (AUC) needed a robust information system to support a large number of
conferences and the larger amounts of data that they entail. As most of this information is of a
confidential nature, legacy PCs were proving too vulnerable to hackers, phishing, viruses, and other
forms of compromise. (Yuhong 2012)
Huawei provided a range of services to the AU. It provided cloud computing to the AU headquarters and signed a
memorandum of understanding with the AU on ICT infrastructure development and cooperation (Huawei
2015; African Union 2015a). It also trained batches and batches of the AU Commission’s technical ICT experts
(Xinhua 2017; African Union 2015b).
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The main service that Huawei provided to the AU was a “desktop cloud solution.” Huawei (2013) described the
service provision as follows:
The AU needed a robust solution to streamline their conference operations and protect their data
from a variety of security threats. They chose Huawei’s FusionCloud Desktop Solution, which offers
computing, storage sharing, and resource allocation through cloud data centers.
According to Huawei’s (2013) website, part of this solution included providing equipment and resources to the
AU’s data centre:
The [Huawei] solution deployed all computing and storage resources in the AU’s central data center
where it seamlessly connects to the original IT system. Then, Huawei installed Wi-Fi hotspots and
provided the industry’s first Thin Clients (TC) customized with Wi-Fi access . . . Traditional PC-based
architecture exposes data to serious security risks. With Operating Systems (OS) and applications
installed on individual machines, data is vulnerable to viruses and plain text transmissions are easier
to steal. The FusionCloud solution moves the OS and applications to centralized servers in the AU’s
data center to minimize information leakage while TC security measures such as authentication and
encryption further secure data.
Huawei’s desktop cloud solution was central to the AU’s cybersecurity and data-protection efforts (Velazquez
2015). Huawei (2013) listed “better security” as one of its key benefits. Huawei described the provision of this
better security as follows:
Centralized storage in the data center protects data from attack and prevents data leakage from PCs.
The system further protects with terminal authentication and encrypted transmission.
But despite the installation and use of Huawei’s ICT
services, reputable media outlets reported that the AU’s
confidential data wasn’t protected (Aglionby 2018;
Tilouine and Kadiri 2018; Laing 2018; Financial Times
2018).
There are several possible explanations why the AU’s
confidential data wasn’t protected and safeguarded
appropriately from security threats. Let’s say that Huawei
was in no way complicit in the alleged data theft. With this
option placed to the side, what else is left on the table?
There’s the possibility of a (very lengthy) insider threat,
for example. There’s also cybersecurity incompetence. Or
perhaps the company never discovered the alleged fiveyear data theft? But none of this is reassuring.

“

There are several
possible explanations
why the AU’s
confidential data
wasn’t protected
and safeguarded
appropriately from
security threats.”

Is it possible to mitigate the risk involved in Huawei
technology combined with Chinese state activity and
legal powers?
Scott Jones, the head of the Canadian Centre for Cyber Security has stated that “We have a very advanced
relationship with our telecommunications providers, something that is different from most other countries to be
honest from what I have seen.” Perhaps this combined with “layers” of defence in depth will be sufficient (Fife
and Chase 2018a; Freeze 2018)?
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The British experience seems to say no and looks like it offers parallels and lessons for Canada – it certainly
offered lessons to Australia as our government considered the difficult issues that led to the two big Chinese
telcos, Huawei and ZTE, being excluded from supply into Australia’s 5G network.
In 2011 the UK government set up the Huawei Cyber Security Evaluation Centre (HCSEC) to deal with the
perceived risks of Huawei’s involvement in UK critical infrastructure by evaluating the security of Huawei
products used in the UK telecommunications market.
On the face of it, the UK approach to mitigate this supplychain risk with HCSEC – assessing products to reassure
ourselves that they are operating as expected – seems
entirely reasonable. Can’t we assess products to make sure
they won’t be used to spy on us?
The four HCSEC oversight board annual reports (2015,
2016, 2017 and 2018) show that it is very difficult indeed.
On the bright side, the reports have consistently stated that
“HCSEC continues to provide unique, world-class cyber
security expertise and technical assurance of sufficient
scope and quality as to be appropriate for the current stage
in the assurance framework around Huawei in the UK”
(2017, 4).
HCSEC is also developing new tools and techniques to better
understand security assurance in telecommunications,
has found vulnerabilities that Huawei has subsequently
remediated, and is improving Huawei’s basic engineering
and security processes and code quality. These efforts have
resulted in a more secure Huawei product.

“

Worse yet, the trend
across the four
oversight board
reports suggests
that as HCSEC
has improved
in capability,
confidence that the
security evaluation
process will
sufficiently mitigate
risks has declined –
the more HCSEC
learned, the less
confident they were.”

Despite all this, the latest oversight board reports have
noted that HCSEC cannot confirm that what it has been
testing matches what Huawei is using in the UK: the
source code HCSEC has been given (that is, the computer
instructions for Huawei’s equipment) doesn’t correspond
with what has been deployed in the UK. So, much of the security testing that HCSEC has been doing may be
irrelevant to the security of products used in the UK. At this point, the oversight board “can offer only limited
assurance” (2018, 16).
This year’s report indicates that some security-critical third-party software used in Huawei equipment is “not
subject to sufficient control” (2018, 16). This is viewed as possibly a significant risk to UK telecommunications
infrastructure mostly because of inconsistent product support lifetimes.
In its carefully bureaucratically worded report, the UK’s National Cyber Security Centre has advised that “it
is less confident that the NCSC and HCSEC can provide long term technical assurance of sufficient scope and
quality around Huawei in the UK” (HCSEC 2018, 18), adding that there are further medium-term risks associated
with shifts in technology like virtualization and edge computing architectures like 5G. That’s as close to alarm
bells and flashing lights as such a report can get.
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Worse yet, the trend across the four oversight board reports suggests that as HCSEC has improved in capability,
confidence that the security evaluation process will sufficiently mitigate risks has declined – the more HCSEC
learned, the less confident they were.
In Australia, Mike Burgess, head of the Australian Signals Directorate (ASD) – Australia’s equivalent to Canada’s
Communications Security Establishment (CSE) – gave a landmark public speech last month where he addressed
the recent government decision to exclude ‘high-risk vendors’ from Australia’s 5G networks – notably China’s
two tech telco giants ZTE and Huawei. Burgess (2018) laid out ASD’s advice on 5G in crystal-clear language:
Our starting point was that, if 5G technology delivers on its promise, the next generation of
telecommunications networks will be at the top of every country’s list of critical national infrastructure.
(And presumably every nation’s intelligence agencies’ target lists as a result.)
5G is not just fast data, it is also high density connection of devices – human to human, human to
machine and machine to machine – and finally it is much lower signal latency or speed of response.
5G technology will underpin the communications that Australians rely on every day, from our health
systems and the potential applications of remote surgery, to self-driving cars and through to the
operation of our power and water supply.
The stakes could not be higher. This is about more than protecting the confidentiality of our
information – it is also about the integrity and availability of the data and systems on which we
depend.
Historically, we have protected the sensitive information and functions at the core of our
telecommunications networks by confining our high-risk vendors to the edge of our networks.
But the distinction between core and edge collapses in 5G networks. That means that a potential
threat anywhere in the network will be a threat to the whole network.
In consultation with operators and vendors, we worked hard this year to see if there were ways to
protect our 5G networks if high-risk vendor equipment was present anywhere in these networks.
At the end of this process, my advice was to exclude high-risk vendors from the entirety of evolving
5G networks.
Canada’s Communications Security Establishment will be aware of Australia’s ASD work and advice and of the
UK’s Huawei work. CSE has, in fact, been quietly running its own Security Review Program, at what is known
as the “White Lab” (Fife and Chase 2018b). So, it’s likely they’ll have run into the same difficulties the UK has;
whether that leads Canada to exclude both ZTE and Huawei from Canada’s 5G networks is yet to be seen.
That decision is a critical one for the future of Canadian cyber security and the integrity and availability of data
to Canadian government agencies, businesses, and people. It’s not about politics, it’s about making the right
long-term decision.
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Endnote
1 This piece draws heavily on work already published on these topics by a number of ASPI colleagues – notably Danielle Cave and Tom Uren. The ASPI report, Huawei and Australia’s 5G network, contains their work
and that of other colleagues. See Danielle Cave et al., 2018, “Huawei and Australia’s 5G Network.”
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